FAIR PROCESSING
NOTICES FOR THE PURPOSE
OF FRAUD PREVENTION
AND DETECTION

Leaders in fraud prevention

Cifas has a responsibility to ensure that the data it holds is collected and used lawfully. Subjects can only
be searched and filed to the National Fraud Database where a compliant Fair Processing Notice is made
available. Members must, therefore, include specific wording in their application, proposal or claim forms that
reflect their participation in Cifas.
In consultation with other trade bodies and with National Hunter and Synectics Solutions, we have developed
a model Fair Processing Notice that has been deemed to be compliant with the General Data Protection
Regulation by our legal advisors.
A layered approach to notification is recommended, whereby a short notice is provided when personal data is
first collected from a subject and a full notice made available upon request. Alternatively a full notice can be
issued from the outset.
As long as the meaning and key points remain the same we can be flexible about the wording, for example to
reflect your corporate language. You are also able to disperse the wording within your own forms as this may
help to avoid duplication – however it is recommended that the paragraphs remain in the same order so they
continue to read logically. If solely automated decisions are taken then paragraphs 8 and 9 must immediately
follow paragraph 7.
To ensure that all our members remain compliant with data protection legislation, all wording must be
approved by Cifas.

SHORT NOTICE
A subject must be able to understand from a short notice the consequences of processing their personal data.
The recommended wording is:
The personal information we have collected from you will be shared with fraud prevention agencies who will
use it to prevent fraud and money-laundering and to verify your identity. If fraud is detected, you could be
refused certain services, finance, or employment. Further details of how your information will be used by us
and these fraud prevention agencies, and your data protection rights, can be found by [DESCRIBE HOW TO
OBTAIN THE FULL NOTICE].
It is not compliant to replace the short notice with a link or reference to another document.

FULL NOTICE
This must be made available to subjects in a variety of formats to ensure it is accessible to all. The
recommended wording is:
GENERAL
1. Before we provide services, goods or financing to you, we undertake checks for the purposes of preventing
fraud and money laundering, and to verify your identity. These checks require us to process personal data
about you.
2. The personal data you have provided, we have collected from you, or we have received from third parties
will be used to prevent fraud and money laundering, and to verify your identity.

3. Details of the personal information that will be processed include, for example: name, address, date of
birth, contact details, financial information, employment details, device identifiers including IP address and
vehicle details.
4. We and fraud prevention agencies may also enable law enforcement agencies to access and use your
personal data to detect, investigate and prevent crime.
5. [FOR MEMBERS WHO ARE *NOT* PUBLIC AUTHORITIES] We process your personal data on the basis that
we have a legitimate interest in preventing fraud and money laundering, and to verify identity, in order
to protect our business and to comply with laws that apply to us. Such processing is also a contractual
requirement of the services or financing you have requested.
5. [FOR MEMBERS WHO *ARE* PUBLIC AUTHORITIES] We process your personal data on the basis that it
is necessary in the public interest or in exercising official authority for us to prevent fraud and money
laundering, and to verify identity, in order to protect ourselves and to comply with laws that apply to us.
6. Fraud prevention agencies can hold your personal data for different periods of time, and if you are
considered to pose a fraud or money laundering risk, your data can be held for up to six years.
AUTOMATED DECISIONS [ONLY INCLUDE IF RELEVANT, AND THEN MUST BE IMMEDIATELY FOLLOWED BY
THE CONSEQUENCES OF PROCESSING PARAGRAPHS]

7. As part of the processing of your personal data, decisions may be made by automated means. This means
we may automatically decide that you pose a fraud or money laundering risk if our processing reveals your
behaviour to be consistent with money laundering or known fraudulent conduct, or is inconsistent with
your previous submissions, or you appear to have deliberately hidden your true identity. You have rights in
relation to automated decision making: if you want to know more please contact us using the details above.
CONSEQUENCES OF PROCESSING
8. If we, or a fraud prevention agency, determine that you pose a fraud or money laundering risk, we may
refuse to provide the services or financing you have requested, or to employ you, or we may stop providing
existing services to you.
9. A record of any fraud or money laundering risk will be retained by the fraud prevention agencies, and may
result in others refusing to provide services, financing or employment to you. If you have any questions
about this, please contact us on the details above.
DATA TRANSFERS
10. Whenever fraud prevention agencies transfer your personal data outside of the European Economic Area,
they impose contractual obligations on the recipients of that data to protect your personal data to the
standard required in the European Economic Area. They may also require the recipient to subscribe to
‘international frameworks’ intended to enable secure data sharing.
YOUR RIGHTS
11. Your personal data is protected by legal rights, which include your rights to object to our processing of your
personal data; request that your personal data is erased or corrected; request access to your personal data.
12. For more information or to exercise your data protection rights, please contact us using the contact details
above.
13. You also have a right to complain to the Information Commissioner’s Office which regulates the processing
of personal data.

